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Abstract
A new robust 3D watermarking algorithm utilizing Fuzzy C-Means (FCM) clustering technique is presented. FCM clusters 3D mesh vertices
into suitable and unsuitable choices to insert the watermark without occasioning visible deformation, and also it is tough for the attacker to
determine places of the watermark insertion. Two watermarking processes are offered to insert the watermark into 3D mesh models. The first
process utilizes topical statistical measurements like average and standard deviation in order to alter the values of vertices to secret watermark
data into 3D mesh models, however, the second process utilizes a jumbled insertion planning to insert the watermark inside 3D mesh models
utilizing the topical statistical measurements and altering 3D mesh vertices together. Simulation results show that the proposed algorithm is
robust. The watermarked 3D mesh models are resistant to several attacks like similarity transforms, noise addition, cropping and mesh
smoothing.
© 2017 Faculty of Computers and Information Technology, Future University in Egypt. Production and hosting by Elsevier B.V. This is an open
access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction
Watermarking is a mechanism utilized to provide the pro-
tection for copyright and prove ownership at the domain of data
hiding [1]. Generally available digital watermarking mecha-
nisms have concentrated on digital content types such as still
images, audio and videos due to spread of these data over internet
[2]. The watermarking of 3D models has got less interested than
2D watermarking from researchers since the technology which
has been utilized for analysis the video and image cannot be
readily appropriated to 3D objects (models) that can be charac-
terized in many ways including NURBS (Non-Uniform Rational
Basis Spline), Voxels and 3D meshes [3].
Recently, 3D meshes are greatly utilized in many domains
such as virtual reality, computer-aided design (CAD), enter-
tainment means and so on [4]. For that reason, the problem of
copyright protection has received more attraction in the do-
mains of research and industry.
The recent algorithms on 3D watermarking are classified to
two types: spatial-domain methods and frequency-domain
methods [5,6]. The first type inserts the watermark by imme-
diately changing the mesh geometry or connectivity, while the
second type inserts the watermark by changing the frequency
domain coefficients after mesh transformation [7]. The inser-
tion process in the first type is often easier and faster than in
the second type, the inserted watermark is less imperceptible
and robust for the operations of 3D meshes. However, the
watermarking process in the second type is greater compli-
cated and slower than the first type due to the requirement to
transform and reverse transform [6].
According to the extraction operation, watermarking ap-
proaches are classified into blind and non-blind extraction [8].
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A blind extraction watermark needs only the secret key in the
extraction stage and does not need the original model, but non-
blind extraction watermark needs the secret key and original
model in the extraction stage [9,10].
This paper focuses on inserting big quantity of hidden data
into the original models based on FCM clustering technique
without occasioning visible deformation and also it is hard for
the attacker to speculate locations of the watermark insertion.
This is performed by presenting the algorithm which utilizes
the unsupervised mechanism. In this work, FCM is utilized to
cluster mesh vertices into proper and improper choices for
being watermark carrier based on the feature vector. Then
watermark is inserted in the proper vertices that come out from
FCM clustering technique based on two methods, the first
method utilizes set of topical statistical measurements like
average and standard deviation that modifies the vertex value
for the vertices of the mesh model to secret watermark data
into 3D meshes [10]. The second method for watermark
insertion utilizes a jumbled insertion planning which divides
watermark into two portions and the first portion is inserted by
utilizing the topical statistical measurements [10], whereas the
second portion is inserted immediately in the vertices itself
[11]. The proposed algorithm is counted development for the
main idea presented in Ref. [10] that is achieved by simulation
results.
The remainder of this paper is regulated as follows: Briefly
reviews to the introductory concepts connecting to the pro-
posed algorithm are introduced in Section 2. In Section 3, the
proposed algorithm of 3D mesh watermarking including se-
lection vertices using FCM, insertion and extraction process of
watermark is discussed. Experimental results including com-
parisons with existing techniques are shown in Section 4.
Conclusions of this paper are discussed in Section 5.
2. An overview
2.1. Fuzzy C-Means clustering
Clustering is the method of combination a set of data ob-
jects into classes or clusters so that objects inside the cluster
are like to each other but different from the objects in other
clusters [12].
Fuzzy C-Means is considered one of the greatest common
fuzzy grouping mechanisms. It was presented by Dunn [13] in
1973 and finally altered in 1981 by Bezdek [14]. FCM is based
on minimization of a generalized least-squared errors function.
It partitions the objects group V ¼ [v1; v2; …; vl] into k fuzzy
clusters by reducing the total set of squared error of objective
function as follows [15,16]:
J¼
Xl
j¼1
Xk
i¼1

hij
e
d2

vj ;qi
¼Xl
j¼1
Xk
i¼1

hij
evj  qi2 ð1Þ
where l is the objects group number, k is the clusters number
with 2 < k < l, hij is the membership degree of vj in the ith
cluster, e is the weighting exponent on every membership, qj is
the cluster center of i, d2(vj, qi) is the distance between object
vj and the center of cluster qi.
The FCM algorithm can be summarized by the following
steps:
1: Initialize matrix H ¼ [hij] with the initial value H(0).
2: At n-step: calculate the cluster center matrix Q(n) ¼ [qi]
with H(n).
3: Update H(n), H(n þ 1).
4: If
Hðnþ1Þ  HðnÞ< ε then end, or go to step 2.
where ε is the threshold of the termination condition.
2.2. 3D mesh model representation
3D mesh model is consisted of a combination of vertices V
in Cartesian coordinates and a combination of edges E that
linked the vertices. Suppose vj is the vertex indexed by j and is
characterized by its 3D coordinates (Xj; Yj; Zj) [17]. Fig. 1 is
an example of 3D mesh model.
The group of all vertices that adjacent or neighbors to a
vertex Vj is named 1-ring of the vertex. The number of vertices
that adjacent to vertex Vj in the 1-ring is the degree of the
vertex Vj [18]. Example of vertices that have degree 6 in 1-ring
is shown in Fig. 2.
3. The proposed algorithm of 3D mesh watermarking
The watermarking algorithm employs FCM clustering
technique to determine the location of vertices to insert the
watermark without occasioning perceptual deformation and
also makes the watermark be robust against attacks and cannot
be detected from the attackers. The proposed algorithm contains
three steps as shown in Fig. 3. First step, selection vertices
utilizing FCM clustering technique based on the feature vector.
FCM is utilized to cluster vertices into appropriate and inap-
propriate choices for carrier watermark. Second step, insertion
process of watermark that inserts a random watermark bits into
the selected locations. Third step, extraction process that passes
through the same steps of insertion on the receiver side.
Fig. 1. 3D mesh model.
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3.1. Selection vertices using FCM
Selection and determination group of vertices as carrier of
watermark is considered the first step in the proposed algorithm.
It can performed by clustering 3D mesh vertices into proper and
improper carrier ofwatermarkutilizingFCMbasedon the feature
vector. Feature vector is a group of angles calculated between
the normals and the average normal of the trigonal faces which
constitute a 1-ring for a vertex [11]. It is calculated to vertices of
degree 6 since most of the vertices in a 3D model have degree 6.
Changing or selecting different values of degree will lead to
suggest different positions of vertices to insert thewatermark that
will affect on the performance of the proposed algorithm.
The steps for finding the feature vector for vertices of de-
gree 6 are:
Step 1 Compute normals nj to all face that is constituted by V
and its adjacent vertices as illustrated in Fig. 4.
Step 2 Determine the average navr of all the previous normals
transiting over the vertex V.
navr ¼ 1
p
Xp
j¼1
nj ð2Þ
where, p is the number of its neighbor faces to a vertex V.
Step 3 Compute the angles between the surface normal nj and
average normal navr, Feature vector F ¼ (ɵ1; ɵ 2; ɵ 3;
ɵ 4; ɵ 5; ɵ 6).
qj ¼ cos1

nj$navrnjjnavrj

ð3Þ
In order to perform clustering, feature vector is calculated
to all vertices of degree 6. It determines the topical geometry
of an area. If the area is peak, the measure of angles will be
high but in flat areas the measure of angles will be low. Peak
and flat areas are ignored to achieve high transparency and
consider their vertices as improper watermark carriers. We
only take into consideration the vertices of moderate value to
be carriers of the watermark, by utilizing FCM to cluster all
mesh vertices into three groups according to the values of
vertices (low, moderate, and high). The process of calculate
feature vector for 3D mesh model is shown in Fig. 5.
3.2. Insertion of watermark
A random sequence of watermark w is inserted in the
proper vertices which have moderate value that output from
utilizing FCM clustering technique. Two methods are utilized
Fig. 2. Example of vertices with degree 6 in 1-ring.
Fig. 3. Diagram of the proposed 3D mesh watermarking algorithm.
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to insert the watermark. The first method I inserts the water-
mark by utilizing the topical statistical measurements. This is
performed by searching for the 1-ring {NBi} of proper vertices
with degree 6, then calculating their statistical measurements
average m and standard deviation s. The watermark wi is
inserted by utilizing these two values 0 or 1 according to the
following equations:
V*x; y; z¼mðVx ; y;zfNBigÞ2*s

Vx;y;zfNBig

if ðwi¼¼0Þ ð4Þ
V*x; y; z¼ mðVx;y;zfN BigÞþ2*s

Vx;y;zfN Big

if ðwi¼¼ 1Þ ð5Þ
where, V*x, y, z is the watermarked vertex for x, y, z co-
ordinates, Vx, y, z is the original vertex for x, y, z coordinates.
The second method II utilizes a novel idea of dividing the
watermark into two portions, the first portion (40 binary bits)
is inserted by utilizing the topical statistical measurements as
shown in the first method while the second portion (24 real
numbers) is inserted by modifying the vertices to improve the
imperceptibility of the watermark according to the next
equation:
Vðx; y; zÞ¼ Vðx; y; zÞ þ a *w ð6Þ
where a is the scaling factor (constant value 0.01) and w is the
watermark. If the length of the watermark changes in the
second method for the two portions this will affect the inser-
tion method. Method I and II indicate the two insertion
methods.
3.3. Extraction of watermark
First method I does not need the original model in the
extraction process, so it is counted as blind watermarking
process. The positions of watermark w are detected by strati-
fying the same procedures on the receive side, by computing
the 1-ring {NBi} of suitable vertices and calculating their
average m and standard deviation s of adjacent vertex as
shown in the following equation:
Jx; y; z ¼ mðV*x; y; zfN BigÞ 2*s

V*x; y; zfN Big
	
ð7Þ
Fig. 4. Description of normals (n1; n2; …; n6) and average normal (navr) for a
1-ring vertex of degree 6.
Fig. 5. Process of calculate feature vector for 3D mesh model.
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Kx; y; z ¼ mðV*x; y; zfN BigÞþ 2*s

V*x; y; zfN Big
	
ð8Þ
Then compare the suitable vertices value with their current
average and standard deviation to extract the watermark bits w.
This is done by a changed value to achieve high correlation
coefficient against different attacks according to the next
equation:
if

V*x; y; z Jx; y; zd
	
and

V*x; y; z Jx; y; zþd
	
ðwi¼¼0Þ ð9Þ
if

V*x; y; zkx; y; zd
	
and

V*x; y; zkx; y; zþd
	
ðwi¼¼1Þ ð10Þ
Second method II is non-blind watermarking process since
the original model is needed in the extraction process. The
extraction of watermark for the second method passes over
two ways: the first way utilizes the extraction process of
method I to extract the first portion of watermark w. The
second portion of watermark is extracted by computing the
vertex distinction between watermarked and original model as
shown in the following equation. The two portions of water-
mark are merged to supply all watermark series.
w¼ V*x; y; z Vx; y; z


a ð11Þ
4. Experimental results and comparison
The proposed algorithm is executed in Matlab R2014a and
has been examined on many 3D mesh models. Five of them are
demonstrated in Fig. 6: Bunny (34,835 vertices; 69,666 faces),
Hand (36,619 vertices; 72,958 faces), Rabbit (70,658 vertices;
141,312 faces), Venus (100,579 vertices; 201,514 faces) and
Dragon (50,000 vertices; 100,000 faces) respectively.
To evaluate the proposed watermarking algorithm, a
sequence of experiments are executed to examine the robust-
ness and imperceptibility of watermarking method. The length
of watermark that is utilized for insertion is 64 bit series. In
this paper, experimental results for method I and method II are
compared to Soliman's method [10] and Li's method [2].
4.1. Evaluation of sensitivity
To validate the perceptual goodness of the watermarked
models after inserting the watermark. Two measures are uti-
lized: The first measure is Vertex Signal-to-Noise Ratio
(VSNR) which determines the perceptual variations between
the original and watermarked models. VSNR can be calculated
as follows [19]:
SNR¼
PC
j¼1

X2j þ Y2j þZ2j
	
PC
j¼1

XjX*j
	2
þ

YY*j
	2
þ

ZjZ*j
	2 ð12Þ
where C is vertices number in the 1-ring neighbor of the
vertex, (Xj, Yj, Zj) and (X
*
j ; Y
*
j ; Z
*
j Þ are the original and altered
Cartesian coordinates of the vertices prior and after inserting
the watermark.
VSNR¼ 20 log10ðSNRÞ ð13Þ
The other measure is the method proposed by Cignoni et al.
in Ref. [20] known as Root Mean Square error (RMSE) which
based on a correspondence between each pair of vertices of the
models to compare, thus it is limited to the comparison be-
tween two meshes sharing the same connectivity. The root
mean square error is evaluated as:
Fig. 6. The original models: (a) Bunny, (b) Hand, (c) Rabbit, (d) Venus, and (e) Dragon.
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RMSE ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiXC
j
Vj V*j
2
vuut ð14Þ
The values of VSNR and RMSE for the examined models
after inserting the watermark in the vertices that come out
from utilizing FCM clustering technique are shown in Table 1.
It shows that the proposed method II gives the greatest value of
VSNR and the lowest value of RMSE compared to proposed
method I and the work proposed by Refs. [10] and [2]. This
means method II preserves better visual quality than method I,
Soliman's method [10] and Li's method [2]. Fig. 7 shows the
watermarked 3D mesh models after inserting 64 binary bits
watermark by the proposed method I.
4.2. Evaluation of robustness
Watermarking algorithm should be able to resistant the
malicious or non-malicious attacks. Various attacks like
similarity transforms, random noise addition, mesh smoothing
and cropping operations are applied on the watermarked 3D
mesh models to indicate the robustness of watermarking
algorithm.
 Similarity transformations: It contains uniform scaling,
translation, rotation, and collections of these three pro-
cesses. The proposed algorithm is completely resistance to
uniform scaling, translation and rotation and gives corre-
lation coefficient of 1.
 Random noise addition: adding random noise to the
watermarked 3D mesh model with various noise level
(sigma) varies from (S ¼ 0.1%, 0.3%, 0.5%, 0.9%).
 Mesh smoothing: Laplacian smoothing is performed on
the watermarked 3D mesh models with (l ¼ 0.1 and
various iteration Itt ¼ 5, 10, 20, 30).
 Cropping attack: cutting part from 3D mesh model with
various level specifying the proportion of cropped vertices
(C ¼ 10%, 50%, 70%).
Table 1
Baseline evaluation of proposed watermarking method.
Mesh models Method I Method II Soliman's method Li's method
VSNR RMSE VSNR RMSE VSNR VSNR RMSE
Bunny 119.23 0.31 103 122.53 0.25 103 106.73 108.40 0.244 103
Hand 121.12 0.31 103 122.90 0.27 103 120.08 120.23 e
Dragon 128.48 0.20 103 131.73 0.17 103 118.37 116.19 0.306 103
Venus 136.02 0.17 103 140.16 0.13 103 135.53 135.89 0.216 103
Rabbit 135.77 0.11 103 138.48 0.10 103 135.69 133.77 0.261 103
Fig. 7. The Watermarked models: (a) Bunny, (b) Hand, (c) Rabbit, (d) Venus, and (e) Dragon.
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Different distortion attacks are performed on dragon model
as shown in Fig. 8.
In this work, the correlation coefficient [21] is utilized to
estimate the robustness of the proposed algorithm. It is utilized
to measure the likeness between the extracted and the original
watermark. The correlation coefficient CN value is a number
between 1 and þ1 and is evaluated by the next equation.
CN ¼
PJ1
j¼1

w*j w*

wjw

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiPJ1
j¼1

w*j w*
	2PJ1
i¼1

wjw
2r ð15Þ
where J is the number of watermark, w* and w indicate
respectively the averages of the extracted watermark w*j and
the original inserted watermark wj Tables 2e4 illustrate the
correlation coefficient outcomes of the two proposed methods
for many kinds of attack with different parameters compared
with Soliman's method and Li's method [2]. It also shows the
impact of noise on watermarked model by computing RMSE
at various noise parameters.
Random noise is applied to the watermarked model five
times using different noise level and report the median as
shown in Table 2. Both two proposed methods are fairly
resistant to the noise attacks under a noise level of 0.9 more
than Soliman's method. In addition, method I is more robust
than method II, Soliman's method and Li's method. Table 2
shows that two proposed methods are superior than Soli-
man's method and Li's method in resisting noise attacks in
most models. It means that the two proposed methods achieve
high robustness.
Table 3 illustrates the rendering of the watermarking
methods after applying the smoothing attacks. The two pro-
posed methods achieve high results in resisting smoothing
Fig. 8. Dragon model watermarked by method I and attacked by: (a) adding noise with 0.1%, (b) cropping with 10%, (c) smoothing with Itt 20, and (d) similarity
transforms.
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attacks at different iterations compared with the Soliman's
method and Li's method. In addition, method I is more robust
than method II, Li's and Soliman's methods in most models.
For evaluating the robustness against cropping attacks,
various cropping levels are performed on watermarked 3Dmesh
models. Table 4 shows the robustness against cropping attacks.
Both two proposed methods and soliman's method are robust at
10% cropping level in most models, but the robustness of
method II and soliman's method are less than the robustness of
method I by increasing the cropping level in most models. The
results of RMSE that listed in Tables 2e4 indicate that the two
proposed methods maintain the quality of the image.
Table 2
Robustness against additive noise attacks.
Models S Method I Method II Soliman's method Li's method
RMSE CN RMSE CN CN CN CN
Bunny 0.1% 0.65  103 1 0.6365  103 0.998 0.774 0.871 1
0.3% 0.18  102 1 0.17  102 0.978 0.770 0.860 0.90
0.5% 0.29  102 0.968 0.29  102 0.887 0.653 0.771 0.68
0.9% 0.52  102 0.581 0.52  102 0.554 0.506 0.544 e
Hand 0.1% 0.65  103 1 0.63  103 0.996 0.864 0.886
0.3% 0.18  102 1 0.18  102 0.987 0.859 0.859
0.5% 0.29  102 0.967 0.29  102 0.906 0.688 0.688
0.9% 0.52  102 0.617 0.52  102 0.601 0.432 0.426
Dragon 0.1% 0.61  103 1 0.60  103 0.998 0.949 0.893 1
0.3% 0.17  102 1 0.17  102 0.983 0.927 0.882 1
0.5% 0.29  102 0.938 0.29  102 0.912 0.726 0.715 0.75
0.9% 0.52  102 0.805 0.52  102 0.617 0.449 0.448 e
Venus 0.1% 0.60  103 1 0.59  103 0.999 0.964 0.927 1
0.3% 0.17  102 1 0.17  102 0.978 0.941 0.923 0.87
0.5% 0.29  102 0.935 0.29  102 0.920 0.715 0.701 0.87
0.9% 0.52  102 0.753 0.52  102 0.614 0.441 0.452 e
Rabbit 0.1% 0.58  103 1 0.58  103 0.995 0.927 0.909 1
0.3% 0.17  102 0.968 0.17  102 0.955 0.893 0.830 0.72
0.5% 0.29  102 0.909 0.29  102 0.871 0.646 0.608 0.25
0.9% 0.52  102 0.473 0.52  102 0.488 0.380 0.374 e
Table 3
Robustness against smoothing attacks (l ¼ 0.1).
Models Itt Method I Method II Soliman's method Li's method
RMSE CN RMSE CN CN CN CN
Bunny 5 0.44 103 1 0.42 103 0.996 0.968 0.968 e
10 0.65 103 1 0.64 103 0.991 0.938 0.908 1
20 0.11 102 0.870 0.11 102 0.833 0.767 0.795 e
30 0.15 102 0.870 0.15 102 0.824 0.415 0.581 0.77
Hand 5 0.34 103 1 0.33 103 0.997 0.939 0.882
10 0.47 103 1 0.46 103 0.993 0.939 0.882
20 0.76 103 0.817 0.76 103 0.814 0.906 0.813
30 0.99 103 0.781 0.99 103 0.771 0.547 0.397
Dragon 5 0.64 103 1 0.63 103 0.992 0.910 0.882 e
10 0.10 102 0.968 0.10 102 0.981 0.843 0.847 1
20 0.18 102 0.968 0.18 102 0.959 0.596 0.561 e
30 0.24 102 0.845 0.24 102 0.852 0.402 0.461 0.80
Venus 5 0.45 103 0.935 0.36 103 0.996 0.910 0.910 e
10 0.58 103 0.935 0.58 103 0.989 0.910 0.910 1
20 0.99 103 0.870 0.98 103 0.976 0.819 0.882 e
30 0.13 102 0.870 0.13 102 0.932 0.591 0.792 0.94
Rabbit 5 0.10 103 1 0.99 104 0.996 0.728 0.728 e
10 0.13 103 1 0.13 103 0.992 0.728 0.705 1
20 0.24 103 1 0.24 103 0.983 0.705 0.658 e
30 0.35 103 1 0.34 103 0.977 0.547 0.547 1
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5. Conclusions
In this work, a new 3D watermarking algorithm utilizing
FCM is proposed. 3D mesh models are watermarked by
altering the vertices chosen by FCM as proper watermark
carrier without occasioning perceptible distortion. Two sug-
gested methods are proposed to insert the watermark into the
3D mesh models founded on proper vertex chosen to enhance
their sensitivity and robustness. The first suggested method I
achieves higher results than the second method in terms of
robustness and also it maintains reasonable results of sensi-
tivity while the second suggested method II achieves higher
results than the first method in terms of sensitivity. Experi-
mental outcomes shown that the suggested algorithm achieved
the demands of watermarking like sensitivity and robustness.
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Table 4
Robustness against cropping attacks (C%).
Models C% Method I Method II Soliman's method
CN CN CN CN
Bunny 10% 0.936 1 0.851 0.908
50% 0.599 0.927 0.660 0.795
70% 0.384 0.778 0.527 0.607
Hand 10% 0.870 0.814 0.969 0.882
50% 0.653 0.239 0.969 0.882
70% 0.417 0.028 0.385 0.322
Dragon 10% 0.870 0.813 0.700 0.757
50% 0.553 0.218 0.353 0.197
70% 0.553 0.218 0.173 0.0173
Venus 10% 0.845 0.823 0.686 0.589
50% 0.434 0.236 0.016 0.016
70% 0.255 0.199 0.016 0.2019
Rabbit 10% 0.871 1 0.659 0.676
50% 0.626 0.277 0.472 0.370
70% 0.525 0.038 0.243 0.353
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